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SLA Process Design Flaw_Allowing Manual Journal Entries in Subledgers

Background: In R12, Oracle dramatically changed their subledger architecture by introducing SLA —
Sub-Ledger Architecture. This change helps to standardize the way accounting is stored and transferred
to the General Ledger and also allow multiple accounting methods for subledger activity. In the SLA

architecture and design of function security, Oracle introduced some significant flaws. We will look at
three issues:

e Ability to create a manual journal entry through the subledgers
e Ability to create a manual journal entry through an inquiry menu
e Inconsistencies in the design of subledger menus and seeded responsibilities

Critical function: SLA: Create Subledger Journal Entry

First, a demonstration of how to enter a manual journal entry at the subledger level
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Choose Journal Entries and you will receive this screen:

ORACLE’

N Navigator¥ @ Favorites v Close Window Preferences Help

Subledger Journal Entries | Accounting Events | Supporting Reference Balances
Headers | Lines
Subledger Journal Entries

Advanced Search

Specify parameters and values to filter the data that is displayed in your results set.
Show table data when all conditions are met.
) Show table data when any condition is met.

Ledger is - Q

From GL Date is -
(mample: 13-3u-2011)

To GL Date is -

Journal Category 3 - Q,

/Add Another Accounting Sequence Name -

Create Journal Entry

Select Ledger Journal Entry Status GL Date Category Description Update Duplicate Reverse ‘Complete
No search conducted.

Press the Create Journal Entry button and you will receive this screen:

ORACLE’

i Navigatorv @& Favorites ¥ window Preferences Help

Subledger Journal Entries | Accounting Events | Supporting Reference Balances

Headers | Lines
Subledger Journal Entries: Headers >
Create Subledger Journal Entry
Cance| | Save as Incomplete | Continue
* Indicates required field
Header
Supporting References
Balance Type  Actual A * GL Date =]
(exmmpe: 13-3ul-2011)
Tledger [ ] Q Tetegoy [ A
legalbmty [ & * Description
Reference Date
Lines

#TIP Select the Defauft Currency Options button to change the default currency for new subledger journal entry lines.
Default
Currency
Options
Details Number *Account *“Accounting Class Entered Currency Entered DR Entered CR Accounted DR Accounted CR Assign Supporting References Delete
No resufts found.

Add 5 Lines

Accounted Amounts

n
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You can create a Journal Entry here as follows:

Reference Date

Lines

«TIP Select the Default Currency Options button to change the default currency for new subledger journal entry lines.

Defauft
Currency
Options
Details Number Operations Accounting Flex *Accounting Class Entered Currency |Entered DR |Entened CR | DR (IED)\ A CR (lL‘;D)| Assign i Delete
@ Show 1 01-000-1110-0000-000 Y Q  |usp 0.01 0.01 s m
Gompany-Department- Account-Sub-Account: Product (T
@ Show 2 01-000-1110-0000-000 2 @ uso 0.01 0.01 m
Gompany-Department. Account.Sub-Account. Broduct e
show|3 =% Q  usp - il
Company-Department-Account-Sub-Acsount-Product 2k
Showii4 2 & usp 5 W
Company-Department Account.Sub-Account Product
Show(s 2, & uso 5 i |

Gompany-Department-Account: Sub-Account-Product

1

Accounted Amounts

Select the Calculate Totals to calculate the accounted amounts for all subledger journal entry lines.
Total Accounted Debit (USD) 0.00 Total Accounted Credit (USD) 0.00

Cancel

“TIP Select Save as Incomplete only if you want to save the journal entry as Incomplete and return to the Subledger Journal Entries page. Otherwise, select Continue. Insc;z::pﬁie

Continue -

Press Continue and you will receive this screen:

ORACLE’

i Navigatorv @& Favorites ¥ nindow Preferences Help
Subledger Journal Entries | Accounting Events | Supporting Reference Balances
Headers | Lines
Subledger Journal Entries: Headers >  Create Subledger Journal Entry =
Review Subledger Journal Entry
Cancel | Back [Complete  Final ¥ _Finish
Header
Balance Type Actual GL Date 13-Jul-2011 L
Ledger Vision Operations (USA) Category Other =
Legal Entity Description  JTH Test
Reference Date
Lines
Details [Number  [Account ! ing Class [Entered Currency [ Entered DR|  Entered CR| DR (USD)] A CR (USD)| i fi
@ Show 1 01-000-1110-0000-000 usD 0.01 0.01 oo
how|2 01-000-1110-0000-000 usD 0.01 0.01 Ba
Accounted Amounts
Total Accounted Debit (USD) 0.01 Total Accounted Credit (USD) 0.01
Cance| | Back |[Complete  Final ¥  Finish

Arcnuntinn nnnrtinn Rafarancs Ralane
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Press the Finish button and you will receive this message:

ORACLE’

N Navigator¥ @ Favorites v findow Preferences Help

Subledger Journal Entries | Accounting Events | Supporting Reference Balances
Headers | Lines

[ confirmation
You have successfully created the subledger journal entry JTH Test as Final.
Subledger Journal Entries

Advanced Search

Specify parameters and values to filter the data that is displayed in your results set.
Show table data when all conditions are met.
_/ Show table data when any condition is met.

Ledger is - Q
From GL Date is -
(mample: 13-3u-2011)
To GL Date is -
Journal Category is - Q
/Add Another  Accounting Sequence Hame -
Create Journal Entry
Select Ledger Journal Entry Status GL Date Category Description Update
No search conducted.

Duplicate Reverse ‘Complete

Reference Balani
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Journal Sources Configuration

Oracle Applications

Eile Edit View Folder Tools Window Help ORACLE
BP0 &8P RXohER LE@IS T

O Journal Sources

Freeze Joumals

Import Using Key
Require Journal Approval

Import Journal References

Effective
Source Source Key Description Date Rule [1]
o3 Payables |AP Translator AX Payables Entry [ |Yes v”RoH Date '“7:
‘Ax Receivables |AR Translator Ax Receivables Entry WO O |Yes v||Ro|\ Date '|r
‘Payablea |Payab\es Accounts Payable System PO O |No v”ROH Date '|r |
‘Reoeivables |Receivables Accounts Receivable System Mo O |No v”Rol\ Date '||7

I I | mE
| | | | [ ]
| | | | s
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Examples of seeded menus / responsibilities with this flaw

Note inconsistency within Oracle in how these are handled

Project Costing Super User
with Function Exclusion

E

Responsibility Name
Application
Responsibility Key

Project Costing Super User
Projects
PROJECT _COSTING_SUPER_USER

Effective Dates
From D1-JAN-1951
To

™ [=] E3

Description  Project Costing Administrator
Awvailable From Data Group
@ QOracle Applications Mame  Standard
O Oracle Zelf Zervice WWeh Applications Application  Prajscts

O Oracle Mobile Applications

Reguest Group

PA_SUPERUSER_GUI (PC) "
arme

Ilenu

ieh Host Mame Application Projd [Createdt By: ORACLE120.0 Bi
Weh Agent Name Creation Date: 13-JAN-2006
Tahle Mame:
Menu Exclusions Excluded ltems  Securing Attributes FND_RESP_FUNCTIONS -
Updated By: ORACLE12.0.0
Type Mame Description Undate Date: 13-JAN-2006 _
I Function C Create Subledger Jo

Payables Manager
w/o function exclusion, but with the function

= i

Responsibility Name  Payables Manager Eistie Dees

Fram  01-JAM-1951
PAYABLES MANAGER To

Application  Payables
Responsibility Key

Description
Awvailable From

Data Group

® Qracle Applications
O Qracle Self Service WWeb Applications
© Oracle Mohile Applications

Find|sla: %

hlenu
Web Host Name
Weh Agent Name

AP_NAWIGATE_GUNM2

Marme
Cregte Open Account Balances Listing Definiti..
lournal Entry

Description =
Create Open Account Balances Listing Defi
ournal Entry

SLA: Create Supporting Reference

Menu Exclusions Exclidedliens SEE0T A SLA: Create Transaction Account Definitions Create Transaction Account Definitions
Type MName SLA Create Transaction Account Types Create Transaction Account Types
I Function SLA Custam Sources Define Custom Sources

SLA: Duplicate Supporting Reference Options
SLA Duplicate Trangaction Account Definitions
SLA: Duplicate Transaction Account Types
SLA Event Model

SLA Journal Entry Descriptions

SLA Journal Line Types

4SILA Journal Lines Definitions

Create Supporting Refarence

Duplicate Supparring Reference Options
Duplicate Transaction Account Definitions
Duplicate Transaclion Account Types
Define Event Madel

Define Journal Entry Descriptions

Define Journal Line Types

Define Journal Line Definitions
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Receivables Manager:

w/o function exclusion, but with the function

Application Receivahles

Description
Available From
® Qracle Applications
O Oracle Self Service YWeb Applications
O Oracle Mobile Applications

Responsibility Name Receivables Manager

Responsibility Key RECENVABLES MANAGER

Effective Dates
From O1-JAN-1951
To

Data Group

/O x

[=P% Fmd‘s\a. %
Menu  AR_NAYIGATE_GUI
Mame Description =
Ut It e SLA: Create Account Derivation Rule Assignment Create Account Derivation Rule Assignmen
Web Agent Name SLA Create Open Account Balances Listing Definiti..  Greate Open Avcount Balances Listing Def
Menu Exclusions Excluded ltems Securing Attributes SLA: Create Supporting Reference Create Supporting Referance
Tome Name SLA: Create Transaclion Account Definitions Create Transaction Account Definitions o
l - -1 SLA: Create Transaction Arcount Types Create Transaction Account Types
SLA: Custarn Sources Define Custormn Sources
SLA: Default Currency Options Default Currency Options
SLA: Duplicate Supporting Reference Options Duplicate Supparring Reference Options
SLA: Duplicate Transaction Account Definitions Duplicate Transaction Account Definitions
SLA: Duplicate Transaction Account Types Duplicate Transaction Account Types
SLA Event Model Define Event hadel
‘E‘I_A'Jnurna\ Entry Descrintions Derine Journal Ertry Descrintions : o7

Cash Management:

Eile Edit View Folder Tools Window Help

ORACLE

SPI € I EE LB P 95

(2 ® &x
&

Available From
@ Qracle Applications
© Oracle Self Senvice Web Applications
© Oracle Mobile Applications

Menu CE_SUPERUSER
Web Host Name
Wi'eh Agent Name

Responsibility Narme  Cash Management
Application  Cash Management
Responsibility Key CASH_MANAGEMENT

Description Oracle Cash Management Superuser

— O x

Effective Dates
From 01-JAN-1951
To

Find|SLAYcreate%

henu Exclusions Excluded Items
Type MName
I Function <
Chaites in list 380
Record: 11 | | | List of valu

| | =0o5c=

SLA: Create Open Account Balances Listing Definition
SLA: Create Subledger Journal Entry

SLA Create Supporting Reference

SLA Create Transaction Account Definitions

SLA Create Transaction Account Types

Eind

Description

Create Open Account Balances Listing Definition
Create Subledger Journal Entry

Create Supporting Reference

Create Tranzsaction Account Definitions

Create Transaction Account Types

Cancel
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