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Risks and Controls related to User Profile Values

Background: Oracle provides a form to allow users to maintain certain profile options. The form is
called “Personal Profile Values” and the function is “Profile User Values”. Here is an 11i screen shot of

the form:

Profile Name Default Yalue User Yalue

‘© Personal Profile Walues

Profile hMame Default Value User Yalue

This form allows an application user to set profile options where they can be set at the user level.
Setting a profile option at the user level overrides any values set at ‘higher’ levels — Site, Application and

Responsibility levels.
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Here is a screen shot of the form where Profile Options are defined (via Application Developer
responsibility):

O Profiles

Name ACCOUNT_GEMERATOR:DEEUG_MODE
Application )Apphcauun Object Library
User Profile Name Account GeneratorRun in Debug Maode

Desgcription | Contrals the internal debug settings, especially the made of workflow pracesses created (Synch ws

Hierarchy Type | Security -
Hierarchy Type Access Level Active Dates
Wigible Updatable Start [D1-JAN-1980
Site W W
Application ¥ (2 End
Responsibility M 54
Sener User Access
Server+R ihilit
ever+Responsibility Wvisible
Organization
User M 3 ¥ Updatable

S0L Validation used for the Profile Option's List of Values
SAL="SELECT MEANING Y'Run in Debug Model", LOOKUP_CODE
into wvisible_option_value,

sprofile_option_valus

from fnd_lookups

where lookup_type = "YES_NO"

COLUMN=""Run in Debug Modey"(10)"

The profile option above (Account Generator:Run in Debug Mode) is defined to allow it to be overridden
by a user in the Personal Profile Values form.

| queried a 12.1.3 environment and noted that there are 8, 485 different profile options (see screen shot
below). While not all of these allow users to override the value at the User level through the Personal

Profile Values form, there are likely thousands of profile options that provide a user the ability to
override a profile value.

O Prafiles

Narme 8

Application
User Profile Name XXLAAPPS: Set Prompt on Apps Control Fields
Description [<XLAAPPS: Set Prompt on Apps Contral Fields

Hierarchy Type | Security -
Hierarchy Type Access Level Active Dates
Wigible Updatable Start [16-SEP-2007
Site W 3
Application ¥ (7 End
Responsibility & ¥
Server User Access
Server+R bilit
erver+Responsibility Cvisible
Organization
User ™ I Updatable

SOL Validation used for the Profile Option's List of Yalues

Record: 84858485 | | <08C>

Here are some examples of profile options that typically organizations wouldn’t allow users to override:
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Account Generator:Run in Debug Mode, Account Generator:Purge Runtime Data. In the 12.1.3 test
environment, | scrolled through the Define Profile Options form and found hundreds, if not thousands of
profile options that could be maintained by the user. Unless a thorough analysis is done on each of
these that can be set at the User level through the User Profile Values form, it is prudent to restrict
access to this form.

Recommendations: Based on the risks associated with users having the ability to override these
values, we do NOT recommend this form be accessible by users. All changes to profile options should go
through a centralized process. Because many of the profile options could have a significant impact on
key controls and/or are critical to the design of the application, we recommend that most profile
options go through a formal IT change management process. The assumption should be that all profile
options go through a formal IT change management process other than those that have been specifically
exempted from the policy. Some examples of low-impact profile options that may be exempted from
the change management process are: Java Color Scheme, Printer, and Concurrent:Report Copies. Only
those profile options that have been properly evaluated with respect to their risk and that management
has deemed the risk to be tolerable should be exempted from being required to go through the change
management process.

Remediation: If your organization uses R12, Oracle has (finally) provided a way to identify which
responsibilities have access to this function. Here are the details...

Responsibility: Functional Administrator
Navigation: Core Services -> Functions

Query on the Name “Profile User Values” and you will receive this screen:

ORACL_E Applications Administration

m Navigator v @ Favorites v Close Window Preferences Help

Security | Core Services | Personalization | File Manager | Portletization
Lookups | Messages | Profie Categories | Profles | Functions | Menus | Caching Framework | Personalization
Functions

Simple Search

Note that the search is case insensitive Advanced Search

Name Profile User Values

Code

Type -

| 6o |[ Clear
Create Function |

‘Name — \Oode Type |I.ast Update Duplicate Update
Profile User ‘.aggs\ FND_FNDPOMSV FORM 27-Mar-2008 L‘_] Vs

Security Core Services Personalization File Manager Portletization Close Window Preferences Help

Privacy Statement Copyright (c) 2006, Oracle. Al rights reserved.
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Click on the Profile User Values link and you will receive this screen:

ORACLG’AppIications Administration

N Mavigator v [ Favorites v Close Window Preferences

Security | Core Services | Personalization | File Manager | Portletization

Lookups | Messages | Profile Categories | Profles | Functions | Menus | Caching Framework | Personalization
Core Senices: Functions =

Function: FND_FNDPOM SV

Duplicate Update Delete
Hame Profile User Values
Code FND_FNDPOMSV
Description  Profile User Values Form
Type FORM
Maintenance Mode Support  NONE
Context Dependence RESP
Details | Menus

Form \
Form Name Update Personal Profile Values Application Name Application Object Library

Others
Object Name
Parameters
Return to Function Search Duplicate Update Delete

Security Core Services Personalization File Manager Portletization Close Window Preferences

Privacy Statement Copyri ) 2008, Oracle. All rights raserved.
Click on the Menus tab and you will receive this information:

ORACLG"AppIications Administration

N Navigator v @ Favorites ¥ Close Window Preferences
Security | Core Services | Personalization | File Manager | Portletization
Lookups | Messages | Profile Categories | Profiles | Functions | Menus | Caching Framework | Personalization
Core Semvices: Functions =
Function: FND_FNDPOMSV
| _puplicate | | update | [ pDelete |
Hame Profile User Values
Code FND_FNDPOMSV
Description  Profile User Values Form
Type FORM
Maintenance Mode Support  NONE
Context Dependence RESP M
Details | Menus 3
< Previous 1-10  + Next 10 &
[Prompt [Menu |
Profile JL BR 5 OTHERS GUI
Profiles
Profiles
Profile Options
User Profile Options
User Profile Options
User Profiles
Profile Options
Profile Options
Profile Options
=) Previous 1-10  w Next10 &
Return to Function Search | Duplicate | [ update | [ Delete |

This provides you with the menus that contain this function. In this 12.1.2 environment (public domain
environment hosted by Solution Beacon — thanks to SB!!!) there are 194 menus that contain this
function. Note that this query does not show the main or top-level menus that contain these submenus
so further research would be needed to determine how to remove access to these functions from end
users if you decide to remove access to this function rather than personalizing the form.

Contact: Feel free to contact the author, Jeffrey T. Hare, CPA CISA CIA, at jhare@erpra.net with
further questions or comments related to this subject.
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